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Glossary

« AOM — Asset Ownership Module

* AM — Administrative Module

« ARM — Asset Review Module

¢ CCM — Collection Creation Module

e CDM — Cloud Data Module

e CRM — Custom Report Module

 CRP — Custom Report Page

o |AMM — Identity Access Management Module

e KYD — Know Your Data module

« MAM — My Assets Module

¢ MGM — Mailbox Governance Module

e OA — Ownership Automation

e PAM — Privileged Access Module

o UAM - User Account Mappings Module

o UDM — Unstructured Data Module

New Features - Enhancements

CyberArk Virtual Worker

The CyberArk Virtual Worker is one of SPHERE’s main feature incorporated into the version 6.3 release. The goal of this new feature is to

allow end users to successfully use our worker to onboard unmanaged accounts into CyberArk from SPHEREboard. To do this, the



responses from an ARM Campaign will be used to Add, Update or Delete an account file in CyberArk based the feedback.

Admin end users will be able to create a worker template along with an external executable that will run the CyberArk Virtual Worker.
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Scheduling CyberArk Worker through ARM.
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Scheduling CyberArk Worker with selected template.



Edit template

Name

CyberArk account remediation

Template Steps:

B ™ Custom report to external executable

External executable path

C:/Program Files/SPHERE/Workers/CyberArkWorker/CyberArkWorker.exe

The STP parameters must be: bigint @campaignAssetld

Stored procedure name

dbo.stp_CyberArk_CustomQuestionWorkerData

Available steps

“t a step to ad -

UPDATE CANCEL

New CyberArk Template - allowing for selecting accounts as asset type and providing external executable.

Global Table Standardization
« Standardization across tables by adding more functionality. i.e. table downloads, column resizing, column sorting and filtering,
highlighting rows, and pagination controls.
« Enhanced user experience with PAM stock and flow card.

« Converted Custom Reports main table to new simple table.
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PAM Stock & Flow sorting and filtering.



For more examples of PAM Stock & Flow, visit our Privileged Access Management User Guides here.

Confluence Enhancements

« Confluence connector runs on both Confluence Environments (cloud and data center) and displays both data sets in the module.

* Open and Excessive Access Violations are updated. A space is Open if it is permissioned by an open access group. A space is
excessive if more than the excessive threshold number of users have access to it either through direct user access or through a group
that is not an open access group.

« Confluence Module displays the data ownership card on a business unit level.

« The Confluence connector is incorporated into the Process Scheduler where it can be scheduled to run immediately or at a future date
and time.
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Confluence Connector in the Process Scheduler.
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Modification in Data Ownership Card in Confluence Module.

Connector Enhancements


https://spheretechnologysolutions.atlassian.net/wiki/spaces/SS1/pages/2917013289/Privileged+Access+Management+PAM+User+Guide+6.3#%5BinlineExtension%5DViolation-Stock-and-Flow

+ Added Max depth configuration option to Unity, Hitachi, and CIFS Connector.
« Updated Azure AD Connector to properly populate status field for all objects.
« Updated Status of Unix Accounts in ADObjectInfo table in Database.

« Providing Status for Windows and other local account connectors.

Bug Fixes
« AD - Wrong path displayed in “IngestionQueueLocation” value in AD Connector config.
« AD - Incorrectly displaying counts of deleted groups.
+ ADM - Inconsistent table sorting.
e AM - Process Scheduler getting stuck “In Progress”.
e AM - Process Scheduler date sorting.
+ AM - Ownership Automation “overwrite” feature modified.
¢ AM - Ownership Automation page timeout.
¢ AOM - Asset Scope Table description improvement.
e ARM - “HTML Tag Line” displayed in the warning message in Email Scheduler card.
* ARM - Campaign Results table missing Domain Column.
+ ARM - Cannot click the collection link when the tooltip is displayed.
+ CDM - Wrong counts getting displayed in “Objects in all unstructured data” card.
* CDM - “Total Open Objects” count OneDrive mismatch.
e CM - Logs getting duplicated.
+ PAM - “PAM Account Instances by Business Unit” card having a loading error.
* UDM - Visual bug. Clear input field icon hides inside the table.

« UDM - Select Protocol Dropdown not showing data.



