Job Description
Azure Cloud Administrator
SPHERE is seeking an Azure Cloud Administrator who will implement and support a wide variety of cloud
solutions for SPHERE’s development, testing and production environments. You may be responding to client
requests, troubleshooting technical problems, or providing escalation support for Jira tickets.
When you join SPHERE, you’ll be part of a uniquely collaborative organization comprised of highly
intelligent and driven individuals who have a passion for building something new. You’ll have an opportunity
to make a real impact on the organization and have fun while doing it. This is a hybrid position reporting to
the Director of IT and Cloud of a growing Cybersecurity organization. If you are a self-starter who enjoys
problem solving, collaborating, and thrives in a fast-moving, ever-changing startup environment, then read
on!

Essential Functions:
•

Implement hybrid and pure cloud solutions using Microsoft Azure

•

Take ownership of tickets, documenting related actions in the system, and closing tickets upon
completion

•

Communicate regularly with team members, apprising them of ticket status and anticipated
resolution timing

•

Setup Azure authentication federation

•

Administer advanced security features in Microsoft 365

•

Maintain a strong understanding of S2S and P2S networks and VPN

•

Develop a new Azure architecture and migrate existing resources to it

•

Collaborate with colleagues to establish and implement best practices

•

Perform root cause analysis and resolve faults and errors in applications

•

Design and develop processes and documentations for capturing requirements for internal
(business) and external (customer/vendors) sources

•

Author as-built documentation of procedures for technical and non-technical audiences

•

Develop security baselines and standards for Azure resources, hardening and strengthening
security to exceed the latest best practices.

•

Perform server maintenance and upkeep

Requirements:
•

Bachelor’s degree with a minimum of 5 years IT experience preferred
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•

Minimum 3 years of Microsoft Azure experience involving design, deploy, config, optimization, and
of IaaS and PaaS solutions

•

Experience in the design and operation of medium to large scale enterprise infrastructure,
databases, and application systems requiring 24x7x365 uptime

•

Azure certification

•

Proficiency with PowerShell

•

Experience managing enterprise software deployments preferably related to accounting and
finance

•

Ability to manage multiple projects and tasks and be a “task master”

•

Demonstration of strong technical skills in the areas of enterprise application integrations,
Microsoft Azure technologies, and SQL Server

•

Ability to understand customer business problems and clearly formulate and articulate high level
solution plans

•

Excellent interpersonal and communication (verbal and written) skills

•

Extensive experience with the Microsoft Cloud Ecosystem, including the following: SharePoint
Online, PowerShell (and usage for BC deployments), Business Central Cloud/SaaS, Microsoft Azure
Platform and Services, Azure SQL DB

To Apply
Send your resume to careers@sphereco.com

About Sphere
SPHERE is an industry-disrupting organization that has redefined how companies achieve controls across
their environment. We’ve productized 10 years+ of experience into a purpose-built automation platform,
SPHEREboard. The solution provides an innovative approach, starting with collection and incorporating
remediation, of your most critical data, privileged accounts, on-prem Messaging and O365 assets. Our
mission is to provide best-of-breed software and services for all your access governance needs. Our office is
headquartered in Newark, NJ, across from the Newark Prudential Center and Newark Penn Station.
SPHERE is an equal opportunity employer. Applicants will be evaluated without regard to race, color,
religion, sex, national origin, disability, veteran status, and other legally protected characteristics.
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